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I hereby certify mat v» correspondence is, on the date shown below, being: — 

Lif^f it !!i W " h U £ P0stal Sotvloe 83 ,,na dass mail with suftlcfent postage rn an 
Izsi^ulo ^""sstonor for Patents, P.O. Box 1450, Alexia, Va 

fv!^ m ^ Btoc««nlw«y *> the U.S. Patent and Trademaft Offloe. 
(xj transmitted by facsimile to the U.S. Patent and Trademark Offloe. 

Applicant, Assignee or Reg. Representative: Jerry a. Miner, Reg. No. 30779 
Signature: /Jerry A. Miller 30779/ Dale: Jo/Sj^aa~7 



DECLARAT ION UNDF.W RULE 13T 
I, Leo M. Pedlow, Jr., and Davender Agnihotri, do hereby declare and state as follows: 

" If™ 1 t 1 " 5 person named as an inventor of the above-referenced patent application; 

* S a l PnOT to /T ^ 20 ° 3, 1 aDd my <™ cei ved the invention as claimed in 
r.L^ t ap P hc fT » a result of identification of a problem that occurs when a 
reboot takes place in a device known as a BNG (a Broadcast Network Gateway)- 

* vE^ 0 ?^ Pr ° bl * m iS th8t co ^ ht °° ni6 ^ some of which may be inappropriate for 
XTalNGTbooif 0 " CXamP ' ^ ^ With ° Ut enCiypted ^ ^ to 

* That inventor Pedlow documented this problem and the solution we conceived in an 
2003 • 3 subcontractor that writes &TOware code for the BNG device prior to June 20, 
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• Thai EXHIBIT A is a copy of this email; 

• The torn, "Passage" as used in this email EXHIBIT A refers to Sony's multiple selective 
encryption techniques implemented in part in the BNG- P selective 

\ ? EXHIBIT A h3S 68611 rem0Ve<l is ««> *«* 20, 2003- 

► That telephone numbers and email addresses have also been removed- 

► That subsequent to the email of EXHIBIT A and prior to June 20, 2003 a series of 
™ C f: s »* ^ ^ween various of the contractor enUtTand v ^?us Sony 
Xt^r 8tePS " eedCd 10 CffeCt im P Iementin S a to tne ^ 

' JmSu^^^^ ° f emaUs ' S ^^ve of the contractor sent the 

™ ™ J f™^ ? to mventor Pedlow indicating that new code was sent to 
inventor Agmhotn (Dave) for testing; 

belln ^?vt° 1 0f J?™ 1 * B and cert ™ names and other recipients have 

been removed, but the date of the email is prior to June 20, 2003- 
That inventor Agnihotei determined that the code operated properly prior to June 20 
2003, completing a reduction to practice; 

That the proper operation of the code implementing the reboot problem fix in the manner 
claimed in the above application is affirmed in the email labeledEXHffirT C 
That the date of the email of EXHIBIT C and certain names and other recipients have 
been removed, but the date of die email is prior to June 20, 2003" 

££e^ 

That Exhibit D is a first page of release notes for this version of code; 

E*h £ V f?? *f "T 5 for version 13 of code has "*™ved from 

bxhibit D, but is also prior to June 20, 2003; 

SSpSS " ° f th f S COde T* im P lemented in a cable television system almost 
immediately upon release and prior to June 20, 2003; and 

all tSSiS S** ^ S ? tejnent5 her ™ ^ my own knowledge are true and that 
SLp !^ 6 00 mfonnation and bdirf are believed to be truefand further (hat 
hese statements were made with the knowledge that willful false sta^menWnd foe like 
so madearepuntshable by fine or imprisonment, or both, under SecSHoO! Z Tide 

2£?t?S?5? ^ r COtie ^ SUCh WU,fuI fd36 -ay jeopardize tS 

validity of the application and any patent issued thereon. ^oize me 



Sign 



Signed: 




By: Davender Agnihot) 
Application No.: 10/795,929 



Dated: 



Dated: 
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From: Pedlow, Lee 
Sent: 

To: Szabo, Scott 
Cc; AgnibotJi, Davender 

Subject: BNG reboot resolution proposal EXHIBIT 
Scott -Please distribute 
BNG Reboot Behavior 
Problem Statement 

When the BNG is rebooted, It defaults to the transport switching and RF states configured 
pnor to reboot The Passage mode defaults to mode 0 and the state of the DVB-CSA 
encrypbon system defaults to clear. No CA related informafion is contained in the outgoing 
PSI date sfriicturesL This initial state of the Passage and CA system persists until the CA 
system EIS and BNG negotiates a connection via TCP/IP and upon discovering the now 
unprowsioned state of the BNG, the EIS reprovisions both the CA system and Passage . 
function to configure the services to be encrypted and the Passage modes to employ. The 
CA system state is not retained in non-volatile storage on the BNG. 

As a result, rf an operating BNG configured for encrypted services is rebooted, upon 
restoration of RF output from the BNG all services wiB be sent in the clear until such time 
matthe BNG and CA system reestablish a connection and the encryption subsystem of the 
BUG is reproyisioned to encrypt the services being broadcast If the CA system is unable 
for any reason to reconnect to the BNG, the services will remain in the clear indefinitely. 

This presents issues for the operator regarding content protection, children's access to 
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RECEIVED 
CENTRAL FAX CENTER 

inappropriate content etc. if the BNG is rebooted or otherwise reset QQJ 0 5 2007 

Sony Proposed F^anln^- 

H?SK3' ^ m , m th6 ^ NG ^ ware *" modified t0 teok eitner PIDs of interest (via a 
mis list of PIDs stored rn a fiie in the nonvolatile memory in the BNG as is other 

S^XTS? ",!. nfom ^ on - " pon reb00t - BNG wiI1 read tne stored file and immediately 
SHS 086 PIDs using a fixed, default codeword. In addition. Passage start of frame 
S^T - on the related services. It is not necessary for the PSI to reflect 

^f n f tL 81 " 06 511! !f- no valid CASID and system is not yet under CA control at this 
point. The normal booting process and operation of the BNG is continued. 

IiSSL^H ec60n . of 1* BNG CA system Bs > *» CA system will be provisioned 

norn^ly and upon rmplementation of the first oyptoperiod, the static value in the DVB-CSA 

ESET^S^SS ^ te °^ ,written witn me Proper key as part of the normal 

SKU SL?£ hod ^'i 168 " 1 * m ,he shadow PID « being "forced" through the default to 
lhey Wl " 06 ob5cured ^ a non-recoverable key during reboot until normal 
^ tontrol is resumed. If there is. no resumption of CA control, only the alternative CA 

^? 2K,^? ten l StayS „ blaC ' C Hi 6 ,esacy servioes ' conlrolle(1 trough the legacy CA in the- 

, "^T "^"y regardless of the alternative CA provisioning state. The legacy 
system also defaults to a black' screen until positive CA control is regained from the HITS 
tea^so the end result of the BNG change is equivalent when comparing the operation 
or the two CA systems under reboot conditions. 

* 

The proposed changes are equivalent to entering "screm 4 OxPID 3 0xCW1 0xCW2" from 
^tt!™^ i SG ^L m . ed J ateafter 0001 and m * n attempting provisioning with a CA 

S?J ater H me : P,D f me hex P,D value °f a sha dow audio or video component and 
UW1 & CW2 are the hex values for the default codeword to be used to encrypt the 
component This technique was used in the very early Passage tests prior to GA integration. 

Please let me know if the proposal is practical 

Best regards, 

LeePedlow(y— ^Fb) 
Systems Engineering 
Sony DPA 
San Diego, CA 



™. „. . CONFIDENTIAL 

™ emaf J ? c r er ^ & the St**™** Communications Privacy Act, 18 V.S.C. 2510- 
^21 and » legally privileged. This e-mail is intended only for the personal and 
ITJtfTr?? ° f the to which it is addressed and may contain 

SSt^i^f 0rma ^ 1*°" n0t the intended ^cipient, you are hereby notified 
^L °"^ 7"™* thlS d °V mem in error > and that W ™> ie »> distribution, 
SI ' S ™J auihorized - W received this communication in 

error, please notify the sender immediately by telephone and destroy the message 
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EXHIBIT 



From: t 
Sent 

To: *Pedlow, Lee*; 

Ccz 'Agnihotri, Davenoer 

Subject: RE: BNG reboot resolution proposal 

Lee. 

We sent Dave the new code for testing. After Dave will come back with his feedback, we will work to add your 
requests. 
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EXHIBIT £ 



Prom: 
Sent: ' 

W6 version 13 

Dave, 

bestrew ^^^fetu^ 
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3. Supported Dgyfags 

4. Main Features 



5 In stalling / Upgrading BNG Fimiw.r. 
Appendix A: Known Problems 




Back to top 




2.1 The main components included in this release are: 

° kSSSS^S^S 01/02.00.0013 . The Ftfmware (file BNG6104PSG_102) is 
onbotS STnwf^ F,nn ^ J C,l,iect0r y- The BNG w eb Client (HTTP-based 
n^S to in JSiS 1^^^ a J! irte 9<*< Part of the Firmware, and does 
MS separately. The BNG Web Client may be accessed through 

r^'^^ST^ 0 " ^ ^ confix 



2.2 Additional components: 

T ^^Jf 9 ^" p **** fndudes the components: 
o BNG 6102-PSG User's Guide. This guide provides the following information: 
1. General review of the product's features and specifications. 

SS. f0r Startin9 ^ d8ViC8 31X1 ^^"9 « s Ethernet communication 

^eSc^S^E^J 8 eslab[ished ' device may be configured through 
3. Configuring and operating the device 
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